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[Detailed description of the invention]
YHESEEORNEE : @ FFAER () POFER [Technical field]
— s [0001]
The embodiments described herein relate to an apparatus and method for key excha
nge in a2 secure communication network.
BRF-—J—-BONTS hEanTuaxFs: (@ s (O 28 [Background of the Tnvention]
syR= BE [0002]
The exchange of cryptographic keys between 2 parties supports the security of the la
test communication infrastructure. To ensure security of the communication infrastru
=t 7] B —_
== Ra< + Hm= LS cture, the secrecy of the cryptographic key must be maintained. The secrecy of crypt
- ographic keys is threatened by adversary attacks with access to advanced computing
¥ 1 ib 2 3 4 5 6 6(b
B8 F< == fRapm - — - - - - (2) (&) systems, including quantum computers, which can efficiently resolve certain mathem
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atical problems.

EROER m<  + AR KU (0003]
A quantum communication network may be used to share a secret cryptographic key

between 2 nodes, I. ., a source node and a destination node, often referred to as "Al

ice" and "Bob," and this technique is known as quantum key distribution (QKD:quant

um key distribution). In a quantum communication network, information is sent betw
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[FEFA MR ER] 1 |
i S E) : \ een a transmitter and a receiver by an encoded single quantum, such as a single pho
7 o 9 2
[0001] ~4 wl 4 ton. Each photon carries 1 bits of information encoded with characteristics of the pho
" X a2 B
- _ al ! se"] i b tons, such as polarization, phase, or energy / time. A photon may also carry 2 or mor
RS THEZNZEHMEEZ. CFa7REEFY FO—JCHIT3RTEDEHOER L ! *
- 1 . x5 e bits of information by using, for example, a property such as an angular momentu
RUFEICHET 3. b ol > o
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[0002] i‘ \

_ . N _ _ _ The attractiveness of QKD is to provide a test whether any portion of a key can be kn
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own to an unauthorized eavesdropper "Eve”. In many forms of QKD, Alice and Bob us
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